Navigating Privacy Risks

Abstract

This project examines privacy risks in large language models and
LLM-based agents, focusing on how sensitive information may be
exposed during training, inference and deployment. We argue that
many current privacy evaluations underestimate real-world risk
because they rely on simplified single-turn testing.

In this research project we investigate the different methods that
LLM and LLM agents experience privacy risks. We also provide a
taxonomy of different ways that these threats show real world
impact, provide an overview of

common defensive strategies, and *

highlight future directions for

research to take.
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Background & Agents

LLMs are probabilistic models trained
on large datasets to predict the next
token and generate human-like text.

LLM-based agents extend base
models with memory, tools, planning
and environmental interaction. These
capabilities improve usefulness, but
they also increase the attack surface
and privacy risks.

Defensive Strategies

Threat Impact

e Impact On Humans: Privacy leakage, Security
Risks, Societal Impact

e Impact On Environment: Data Tampering and
Misoperation, Physical Safety, Cybersecurity
Risk Proliferation

1.

e Impact On Other Agents: Info Distortion,
Manipulation of Decision-Making, Greater

Security Threats 3

Privacy defense requires a layered
approach

e Training: Data filtering, curation, and
differential privacy

e Architecture: Strong user isolation,
separate memory and tool access, and
temporary “burn-after-use” storage

e Runtime: Validation, privacy filters,
guardrails, monitoring, auditing, and
least privilege

e Governance: Human review for
high-risk cases and clear policy
support
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Threat Categories

¢ Inherited Threats: Jailbreaking, Data
extraction, hallucinations, bias, and
unsafe outputs.

e Agent-Level Threats:
Memory poisoning, corrupted
knowledge, tool misuse, and
dangerous API calls

e Environmental Threats: Indirect
prompt injection from web pages or
documents, user manipulation, and
multi-agent attacks

Future Considerations

e Multi-Round Interaction Data:
Most studies are limited to
single-turn-prompts and don't
reflect realistic use.

e Multi-Agent Interactions: Threats
become more severe as agents
Interact.

e Agent-Specific Defenses: Many
existing defenses are designed for
standalone LLMs rather than
tool-using agents.
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